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What is gnunet?

gnunet is a peer-to-peer framework:

• focus is on “security”

• most components can be re-used for other applications:

? authentication

? discovery

? encrypted channels

? accounting and resource allocation

• the protocol is extensible and extentions are planned
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Outline of the Talk

1. Using gnunet

2. Design overview

3. Encoding data for file-sharing

4. Anonymity in gnunet

5. Using economics against the tragedy of the commons

6. Hacking
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Installing gnunet

$ wget http://www.ovmj.org/libextractor/download/\
libextractor-0.2.5.tar.bz2

$ tar xvfj libextractor-0.2.5.tar.bz2
$ cd libextractor-0.2.5
$ ./configure --prefix=$HOME; make install
$ wget http://www.ovmj.org/GNUnet/download/\

GNUnet-0.5.5.tar.bz2
$ tar xvfj GNUnet-0.5.5.tar.bz2
$ cd GNUnet-0.5.5
$ ./configure --prefix=$HOME --with-extractor=$HOME \

--with-openssl=/usr
$ make install
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Installing gnunet

Alternatively, advanced1 users may just run:



5

Installing gnunet

Alternatively, advanced1 users may just run:

apt-get install gnunet

1Debian unstable
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Starting gnunet

$ mkdir ~/.gnunet/
$ cp contrib/gnunet.conf ~/.gnunet/
$ ~/bin/gnunet-transport-check \

|| vi ~/.gnunet/gnunet.conf
$ ~/bin/gnunetd -d # check, CTRL-C
$ ~/bin/gnunetd
$ ~/bin/gnunet-gtk
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Layers
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The Transport Layer

• best-effort semantics (unreliable, out-of order delivery)

• currently UDP, TCP, HTTP, SMTP, UDP on IPv6, TCP

on IPv6

• transport layer is not concerned with security

• integrated into the core as plugins

Transport plugins are tested using the

gnunet-transport-check tool.
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The gnunet core

gnunet’s core provides:

• node discovery

• peer authentication

• link encryption

• resource allocation

General tools: gnunet-peer-info, gnunet-stats and

soon gnunet-setup.
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The Application Service Layer

Applications build with gnunet are responsible for:

• congestion control

• reliability

Applications are also integrated into the core as plugins.
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The User Interface Layer

• communicates with application service via TCP

• separate process(es)
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File-sharing in gnunet

• Anonymity

• Confidentiality

• Deniability

• Accountability

• Efficiency

The most important AFS tools are gnunet-check,

gnunet-convert, gnunet-download, gnunet-gtk,

gnunet-insert and gnunet-search.
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Encoding in gnunet

• Requirements

• Trees

• Blocks

• Limitations

• Benefits
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Problems with existing Systems

• Content submitted in plaintext, or

• content must be inserted into the network and is then

stored twice, in plaintext by the originator and encrypted

by the network (e.g. Freenet[4]);

• in some systems, independent insertions of the same file

results in different copies in the network (e.g. Publius[9])
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Encoding data for gnunet: Requirements

• intermediaries can not find out content or queries

• hosts can send replies to queries and deny knowing what

the query or the content was for

• keep storage requirements (and bandwidth) small
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Tree Encoding

Files are split into 1k blocks [2]:

DBlock DBlock DBlock DBlock

RBlock SBlockRBlock SBlock

IBlock

... ...

......

1 25

251

1 25

IBlock IBlock

Original Data
1k 1k 1k 1k

...

Encoding of the entire file with meta-data.



17

Block Encoding

The hash of 25 blocks and a CRC are combined to an

IBlock:

K1 = H(D1) K25 = H(D25)
Q1 = H(E  (D1)) Q25 = H(E    (D25))

K1 K25

...
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“Algorithm”

• split content into 1k blocks B, compute H(B)

• encrypt B with H(B), with Blowfish

• store EH(B)(B) under H(EH(B)(B))

• build IBlocks containing the CHK H(B),H(EH(B)(B))

• RBlock contains description, file-size and a CHK pair
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Limitations

• If the keywords can be guessed... participating hosts

can decrypt the query.

• If the exact data can be guessed... participating hosts

can match the content.
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Limitations

• If the keywords can be guessed... participating hosts

can decrypt the query.

• If the exact data can be guessed... participating hosts

can match the content.

• This is intended to reduce storage costs!
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Benefits

• encryption of blocks independent of each other

• inherent integrity checks

• multiple (independent) insertions result in identical

blocks

• no (de)fragmentation on the network

• small blocksize enables us to make traffic uniform and

thus traffic analysis hard
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Searching in gnunet

• Requirements

• Boolean queries

• Searching: Triple-Hash

• Routing

• Anonymity preview
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Problems with existing Systems

• Centralized, or

• easy to attack by malicious participants.

• Queries in plaintext, or

• hard to use keys.

• Not anonymous, or

• malicious participants can send back garbage without

begin detected.
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Requirements

• retrieve content with simple, natural-language keyword

• guard against traffic analysis

• guard against malicious hosts

• do not expose actual query

• do not expose key to the content

• be unpredictable

• support arbitrary content locations
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Ease of Use

gnunet must be easy to use:

• search for “mp3” AND “Metallica” AND “DMCA”

• gnunet returns list of files with description

• user selects interesting file

• gnunet returns the file
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How to get the keywords?
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How to get the keywords?

http://www.ovmj.org/libextractor/



26

Encrypting the root-node R

For each file, the user specifies a list of keywords to

gnunet-insert. Then:

• For each keyword K:

• gnunet saves EH(K)(R) under H(H(K)).

If the user searchs for “foo” and “bar”:

• Find which root-nodes that are returned are for the

same file (= top-level hash). Display those.
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Searching: Intuition

• Key for block B is H(B).

• Filename for block B is H(H(B)).

• Intuition: ask for H(H(B)), return EH(B)(B).
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Searching: Intuition

• Key for block B is H(B).

• Filename for block B is H(H(B)).

• Intuition: ask for H(H(B)), return EH(B)(B).

• Problem: malicious host sends back garbage, interme-

diaries can not detect
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Triple-Hash

• Send query: H(H(H(B))).

• Reply is {H(H(B)), EH(B)(B)}.

• Malicious host must at least have H(H(B)) and thus

probably the content.

• Read forthcomming ESED2 paper for details (available

upon request)



29

Directories

• Searching for each individual file is problematic.

• Use -b to build a directory with gnunet-insert.

• Use gnunet-gtk to browse directories.

• Use gnunet-directory-listdb to show all availble

file identifiers for building directories.

• Use gnunet-directory-emptydb to flush that

database for deniability.
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Pseudonyms and Namespaces

• A Pseudonym is a public-private key pair used to sign

search results.

• Signing allows the correlation of multiple files inserted

at different times.

• In particular, signing allows content updates.

• GNUnet supports updates that are periodic, sporadic or

“by convention”.
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Open issues

• Approximate queries.

• Associating pseudonyms with handles and reputations.
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Anonymity in gnunet

The stepping stone, a traffic analysis nightmare:

• Group several queries to one larger packet.

• Introduce random delays.
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Anonymity in gnunet

The stepping stone, a traffic analysis nightmare:

• Group several queries to one larger packet.

• Introduce random delays.

• Packets can contain a mixture of queries, content, node-

discovery, garbage, etc.

• Make all packets look uniform (in size).

• Encrypt all traffic. Add noise if idle.




